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Abstract
Exponential growth and continued digitization
have accelerated the adoption of data-driven and
evidence-based approaches in medicine. This in-
cludes deciphering associations, including poten-
tial causal associations, from multivariate ob-
servational biomedical data under certain im-
plicit assumptions. Such an evidence-based ap-
proach marks the shift from classical hypothe-
sis testing to discovery and hypothesis gener-
ation. Widespread adoption of common data
models has especially accelerated collaborative
approaches in medicine while transitioning from
centralized to federated architectures that facili-
tate discovery without the explicit sharing of sen-
sitive medical data. This perspective provides an
overview of causal inference from observational
data with a focus on federated causal discovery.
More importantly, it outlines the trends, oppor-
tunities, and challenges of federated causal dis-
covery in medicine. While medicine has tradi-
tionally relied on the hierarchy of evidence gen-
erated from the evidence pyramid, the ability
of federated causal discovery to facilitate evi-
dence generation collaboratively from heteroge-
neous sources is expected to enhance the gener-
alizability and transportability of findings while
addressing sample size considerations—a critical
aspect for its successful and widespread adoption

in medicine.

1 Introduction
During the last decade, an exponential growth
in multivariate and multimodal biomedical data
has taken place due to several factors, includ-
ing the widespread adoption of digital technology
and continued digitization efforts from a mul-
titude of source systems and high-throughput
assays.1 While multivariate data typically con-
sists of relational and structured data that can
be represented in a tabular format (e.g., numer-
ical and categorical features), multimodal data
includes non-relational and unstructured data
(e.g., texts and images). Multivariate data is
typically stored in data warehouses for query-
ing and downstream analytics. Centralized and
federated warehouse architectures have been pro-
posed for the same.2 A brief description of these
architectures, along with their pros and cons, is
shown in Table 1.

There is an increasing interest in harnessing
information from multivariate and multimodal
observational data to improve patient outcomes
in an evidence-based manner. This includes
modeling associations, including causal associa-
tions from multivariate observational biomedical
data, complementing traditional evidence gener-
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Table 1: Advantages and disadvantages of centralized and federated architectures.
Pros Cons

Centralized governance with representation
from the participating institutions.

A centralized resource is a single point of
failure.

Single storage and compute infrastructure
for querying and analytics.

Centralizing high-throughput data may
have prohibitive bandwidth and storage
costs.

C
en

tr
al

iz
ed

Compute architecture is straightforward
compared to federated ones.

Varying compliance, lack of trust, and regu-
latory regimes across institutions may limit
data access and permitted analyses.

Architectures are more robust to failures be-
cause of distribution.

Architectures are more complex and diffi-
cult to manage.

No explicit data sharing, enhanced trust
across the participating institutions, and re-
duced patient consent burden.

Data drift and uneven data distributions
across institutions can impact training and
the generalizability of models.

Fe
de

ra
te

d

More control across the participating insti-
tutions. Data is compliant with local gov-
ernance.

Execution of queries and analytics can have
relatively higher latencies in federated ar-
chitectures.

ation.3 Such a data-driven approach, combined
with domain knowledge, has the potential to val-
idate established associations while discovering
novel ones for critical assessment, thus generat-
ing new hypotheses and research questions. It
also has the potential to provide novel system-
level insights, a precursor to developing targeted
interventions, tailored treatment regimens, and
disease management strategies.4 More impor-
tantly, it can complement the hierarchy of evi-
dence from the evidence pyramid, including sys-
tematic reviews and randomized controlled trials
(RCT) used widely in medicine.3

Networks have proven to be especially useful
abstractions in this regard,5 with nodes repre-
senting the variables of interest, and edges their
associations. These networks can be modeled
across multiple scales (e.g., molecular, clinical,
or demographic data) of varying granularity and
resolution,6 as well as from cross-sectional and
longitudinal profiles. While longitudinal pro-
files capture the explicit temporal evolution of
multivariate processes, they are usually challeng-

ing to generate from economic and stationarity
standpoints. The latter demands controlling a
number of factors so that the statistical prop-
erties are preserved as a function of time.7 Not
surprisingly, cross-sectional profiles that interro-
gate the multivariate process in a chosen win-
dow of time, in conjunction with replicate mea-
surements, have been prevalent. While earlier
attempts focused on modeling these networks
by estimating the pairwise dependencies between
the variables (e.g., relevance networks8), there is
increasing evidence that dependence between a
pair of variables need not necessarily be direct,
warranting the inclusion of conditional depen-
dencies. Techniques such as causal Bayesian net-
works (CBNs)9 have proven particularly help-
ful in this regard, with broad application in
medicine and healthcare. These include deci-
phering associations from sequencing,10 molec-
ular,11 epidemiological12 and electronic health
records13 with a focus on oncology,14 neurol-
ogy,15 rare16 and infective diseases,17 among
others. CBNs have also been used success-
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Figure 1: The causal discovery and reasoning pipeline.

fully to model relationships from diverse data
sets, including multi-center,18 temporal,19 state-
space,20 partially observed,21 and multimodal
data22 under the broad theme of causal discov-
ery (CD).23

This perspective examines applications of
federated causal discovery (FCD) in medicine
and healthcare. Specifically, it introduces the
“What”, “Why”, and “How” of FCD, offering a
comprehensive and critical overview of current
methodologies along with trends, opportunities
and challenges. The necessary background and
foundations on causal representation and discov-
ery are presented in Section 2. A taxonomy
of federated learning algorithms is provided in
Section 3. Formal definitions and popular algo-
rithms for FCD are discussed in Section 4. Fi-
nally, Section 5 presents current opportunities
(5.1) and challenges (5.2) along with FCD case
studies with a focus on medicine.

2 Background on Causality
Identifying cause-and-effect relationships is a
fundamental step towards clinical reasoning and
developing tailored strategies that align with
broader precision health initiatives.24 This sec-
tion provides the rationale and foundations of
causal modelling, along with learning techniques,
which are also portrayed in Figure 1.

2.1 Causal Machine Learning
Pearl formalized the distinction between proba-
bilistic and causal reasoning through the ladder
of causation.9 The ladder consists of three rungs
of increasing complexity and relevance.

1. Association: purely about statistical rela-
tionships, thus conclusions are based on the
patterns and associations in the given ob-
servational data. Example: association be-
tween changes in biomarker profiles and dis-
ease outcomes (e.g., 5-year survival rate in
cancer).

2. Intervention: studying whether and how in-
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terventions impact the system. Example:
changes in clinical outcomes in response to a
treatment regimen (e.g., cancer recurrence).

3. Counterfactuals: Analyzing hypothetical
scenarios to determine what would have
happened under different conditions than
those we actually observed. Example:
“Would the survival rate change signifi-
cantly with a different treatment modality?”

Leveraging observational data and expert
knowledge to answer research questions at rungs
2 and 3 falls under the broad theme of causal
inference or causal Machine Learning (CML).9

CML aims to discover causal mechanisms to pre-
dict which effects will be observed under inter-
ventions, thus allowing us to answer “What if
I make a given decision?” questions (rung 2)
and “Why or what if I had acted differently?”
questions (rung 3). Thus, it transcends classi-
cal machine learning, which relies on probabilis-
tic associations and can answer only “What is?”
questions (rung 1).25

The following section introduces a pragmatic
and data-driven approach to causation.

2.2 Causal Bayesian Networks
Causal Bayesian Networks (CBNs) provide a
pragmatic and rigorous representation of causal-
ity, thereby enabling efficient knowledge repre-
sentation and reasoning at all three rungs. While
inferring the cause and effect solely based on
observational data can be challenging because
of symmetric relationships, interventional data
such as those from clinical interventions (e.g.,
treatment selection)26 or sample selection (e.g.,
randomization and inclusion criteria)27 can pro-
vide insight into potential asymmetry, hence the
direction of the cause-and-effect relationship.28

A common assumption is that of causal suf-
ficiency 9 which ensures that all the common
causes (called confounders) are explicitly mea-
sured. CBNs also provide a natural representa-

tion of confounders between the treatment and
the outcome, and can be used to test those as-
sumptions. In RCTs, for instance, the treat-
ment is randomized against a series of factors
that might influence both the treatment assign-
ment and the outcome, such as patients’ covari-
ates. As a result, we know that causal effects can
only flow from the randomized variables, not the
other way around.

A CBN is represented by a pair (G, θ), where
G is called causal graph (CG)9 and θ is a set of
parameters associated with G. Each node i in
G corresponds to a random variable Xi, and an
edge Xi → Xj entails that Xi is a direct cause
of Xj , with changes in Xi directly influencing
changes in Xj . The nodes pointing towards Xj

are called the parent set of Xj and denoted by
Πj . The parameters θ are associated with the
joint probability distribution P (X) over all nodes
X = {Xi, . . . , Xn}. Each Xi is stochastically in-
dependent of its non-descendants given its par-
ents.29 Hence, each node in G is associated a local
conditional distribution P (Xi | Πi) with param-
eters θi,

⋃
i θi = θ. The CG G is often assumed

to be a directed and acyclic graph (DAG). This
is not a practical restriction: duplicating nodes
over different time points and locations makes it
trivial to represent both as they unfold in time
and space.30

A CBN may be equivalently represented as
a structural causal model (SCM) mapping the
functional relationships between variables. Each
Xi ∈ X’s stochasticity is then expressed by a
separate exogenous variable Ui ∈ U.9 The joint
distribution P (U) induces, recursively, the joint
P (X) over the measured variables; thus, the set
of CBN parameters can be easily derived from
P (U) and the functional dependencies.

Definition 2.1 (Structural causal model). An
SCM M consists of a 4-tuple (U,X,F , P (U))
where:

• U represents a set of exogenous variables de-
termined by factors outside the model.

• X represents a set {X1, . . . , Xn} of endoge-
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nous variables, determined by other vari-
ables in the model, that is, those in U ∪X.

• F represents a set of functions {f1, . . . , fn}
such that each fi is a mapping from the
domain of Ui ∪ Πi to Xi, where Ui ⊆ U,
Πi ⊆ X \ {Xi}.

For i = 1, . . . , n, Xi is determined by the struc-
tural assignment:

Xi := fi(Πi, Ui) .

This alternative representation is crucial in
defining counterfactuals, but does not provide
any advantage over the standard CBN definition
in CD.9

Overall, our ability to perform causal infer-
ence is founded on knowing (parts of) the un-
derlying cause-and-effect relationships. These
may derive from assumptions, expert opinion,
literature research or data and are encoded into
the CG. The CG formalizes testable implications
about conditional (in)dependences between vari-
ables: it is not only a descriptive map or a tool
for causal inference. As we will discuss in the
following, it provides the language and machin-
ery for articulating assumptions, generating and
testing hypotheses, controlling bias during in-
ferences, creating synthetic data for exploratory
purposes, performing in silico experiments, con-
ducting sensitivity analyses to unmeasured con-
founding, and even planning scenarios for clinical
trials.

2.3 Causal Discovery
Causal discovery (CD) consists in learning a
CBN (G, θ) from the given data while accommo-
dating expert knowledge and established clini-
cal evidence as priors.31. Two broad areas un-
der CD include structure learning and parame-
ter learning, which enable causal inference as a
downstream task. While structure learning in-
volves determining the DAG G that best rep-
resents associations in the given multivariate
biomedical observational data, parameter learn-
ing estimates the marginal conditional probabil-
ity distributions given the structure G. Inference

corresponds to posing queries to the resulting
CBN (G, θ). Under rare circumstances, it might
be possible to construct G by leveraging expert
knowledge and an extensive literature search.32

However, such models have inherent limitations.
For instance, (a) the retrieved knowledge may
be generic and not specific to system under in-
vestigation (e.g. molecular signaling mechanism
of a tumor subtype); (b) the retrieved knowl-
edge may be from diverse hetergeneous sources
challenging its integration (e.g. cell lines, tis-
sues, species);(c) the retrieved knowledge may
not be representative of the population or de-
mographics of interest (e.g. variations in social
determinants); (d) the system under investiga-
tiong may be novel with minimal precedence or
prior knowledge (e.g. COVID-19). These chal-
lenges implicitly demand modeling the CBN G
and its parameters θ in a data-driven (D) and
evidence-based manner.

To this end, CD is posed as a Bayesian opti-
mization problem comprising structure and pa-
rameter learning:

P (G, θ | D)︸ ︷︷ ︸
CBN

learning

= P (G | D)︸ ︷︷ ︸
Structure
learning

· P (θ | G,D)︸ ︷︷ ︸
Parameter

learning

.

As mentioned in Section 2.2, the DAG G
may not be uniquely identifiable when relying
solely on observational data, resulting in proba-
bilistically indistinguishable structures, also re-
ferred to as the Markov equivalence class of
G.29 Examples include network motifs or preva-
lent structures such as chains Xi → Xj → Xk,
Xi ← Xj ← Xk, and fork Xi ← Xj → Xk. The
corresponding Markov equivalence class is given
by the undirected graph Xi −Xj −Xk since
chains and forks are probabilistically indistin-
guishable. Therefore, a CBN is represented as
completed partially DAG (CPDAG), typically
comprising directed as well as undirected edges.
An edge in a CPDAG is directed if and only if it
is directed across all DAGs in the Markov equiv-
alence class. However, interventional data can
help identify the direction of undirected edges in
the CPDAG.28 Several factors, such as the struc-

5



ture learning algorithm, sample size, dimension-
ality, and distributional assumptions of the mul-
tivariate data, can also impact identifying the
direction of the edges.31

Structure learning is a hard computational
problem because the number of possible DAG
structures increases super-exponentially with di-
mensionality.33 Algorithms to tackle it broadly
comprise constraint-based, score-based, and hy-
brid approaches. Score-based approaches that
identify the DAG that best represents the given
data using a search criterion in conjunction
with a scoring function, such as LiNGAM and
NOTEARS, have been used successfully to de-
termine the direction of the edges. LiNGAM as-
sumes that the distribution of exogenous vari-
ables is such that different edge directions
imply different likelihood values, allowing for
disambiguation. Differentiable algorithms like
NOTEARS leverage scale differences between
the exogenous variables and add penalty terms
to the likelihood to ensure G is acyclic. In con-
trast, constraint-based approaches recover the
optimal DAG using tests for conditional inde-
pendence and are implicitly limited in determin-
ing edge directions by the symmetry of the re-
lationships. Hybrid approaches adopt a combi-
nation of constraint-based and score-based algo-
rithms in identifying the optimal DAG. The per-
formance of these approaches and their computa-
tional complexity vary considerably.34 As noted
earlier, once G is determined, the associated pa-
rameters can be learned from data and domain
knowledge using maximum likelihood (MLE) and
Bayesian posterior estimators.29

While expert knowledge may not be enough to
construct G by itself, it may assist in constrain-
ing the search space of candidate DAGs. These
constraints in turn can be either soft or hard.35

Soft constraints help guide the structure learning
algorithm; hard constraints explicitly eliminate
specific structures, minimizing the search space
of the structure learning process.

3 Federated Learning
Federated Learning (FL) trains a model locally
via global updates without explicit sharing of
protected health information across healthcare
organizations, thereby complying with data pro-
tection regulations.36 Recent studies show how
FL improves breast density classification mod-
els (accuracy up by 6%, generalizability up by
46%),37 COVID-19 outcome prediction at both
24h and 72h (up 16% and 38%)38 and rare tu-
mour segmentation (up by 23–33% and 15%)39

compared to single-organization analyses. Early-
stage applications that build predictive models
from electronic health records40 have also con-
firmed that there is no practical performance
degradation compared to a centralized analysis.
Xu et al.41 provides an excellent introduction to
FL in healthcare.

FL architectures typically follow a client-
server design where models are trained locally
in a decentralised manner from data at individ-
ual clients and updated globally.42 A taxonomy
of FL along its key aspects (data partitioning,
architecture, algorithms) is shown in Figure 2.
Data partitioning describes how data are split
across clients (see Figure 4). The architecture
defines the roles of clients and servers and how
they exchange information. Finally, the FL algo-
rithm defines how models are learned and what
privacy-preserving techniques are adopted.

4 Federated Causal Discov-
ery

Federated causal discovery (FCD) enables CD
from multiple data sources without explicit data
sharing. Since FCD is a subset of FL, FCD algo-
rithms follow the FL taxonomy in Figure 2. In
particular:

• FCD is typically implemented on horizon-
tally partitioned data, as it is challenging to
compute sufficient statistics involving vari-
ables that are never observed jointly across
clients. Typically, it cannot identify the true
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Trait Type Description

Horizontal Full overlap in variables, no overlap in data points.
Vertical No overlap in variables, full overlap in data points.Partitioning
Hybrid Partial overlap in variables, partial overlap in data points.

Offline Model is learnt once from the available data.Learning Online Model is updated whenever new data are available.

Single-task Learning one global model.Task Multi-task Learning different models for different clients.

Synchronous Each client contributes to each aggregation.Aggregation Asynchronous Some clients may not contribute to each aggregation.

Model The entire local models are shared with the server.
Knowledge Model’s intermediate information is shared.Sharing
Synthetic data Local synthetic data are shared instead of raw data.

Cross-silo Few clients, high computational power, and availability.Scale Cross-device Many clients, limited computational power, and availability.

Star schema One server is in charge of aggregation.Topology Distributed Multiple aggregators are allowed.
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Figure 2: FL taxonomy based on different traits. Yellow represents data partitioning schema, blue
represents the algorithmic structure and task, and red represents the client-server architecture.
Gray small tabs identify the framework of FCD within FL; exceptions are marked in Figure 5.
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CG because multiple DAGs may equally ex-
plain the data at hand.43

• FCD algorithms follow an offline learning
procedure, as online CD is typically chal-
lenging even in single-source settings. This
is not a significant limitation, as clinical
data are more often collected retrospectively
than prospectively.

• There are instances of multi-task FCD in
the literature (see Figure 5). They typically
assume a shared CG (Section 4.1) to be real-
istic. How to account for distribution shifts
among clients is an open research question
(Section 5.2).

• Synchronous aggregation is commonly car-
ried out, although asynchronous learning
may be practicable in principle.

• Most privacy-preserving techniques in FCD
involve sharing scores or statistics, which
are sometimes encrypted to protect the
data. The extent to which original data
can actually be traced back from score or
statistics remains an unexplored area (Sec-
tion 5.2).

• CD requires significant computational re-
sources and time for big data, which favours
the cross-silo architecture. There are no ex-
amples of (fully) distributed FCD, but it
could be a solution to develop personalized
models for multi-task FL.

FCD often makes additional assumptions,
which are discussed in the following section.

4.1 Assumptions
In the most general setting, a source-dependent
SCM is assumed to be responsible for generating
each local data set D1, . . . ,Dk. Specifically, let
M1, . . . ,MK be a collection of SCMs underlying
the K data sources where Mk is given by:

Mk = (Uk,Xk,Fk, P k(Uk)),

Xk
i := fk

i (Π
k
i , U

k
i ).

Without loss of generality,1 we set Uk = U,∀k.
Because FCD research and applications focus
overwhelmingly on the horizontally-partitioned
data, we set Xk = X,∀k.

Figure 3 lists a set of common assumptions
regarding both the model and the data. They
are relevant beyond FL, but we discuss them in
the context of FCD.

Assumption 1 (Shared causal graph). Cause-
and-effect relationships are invariant across
clients, that is Πk

i = Πi,∀i, k. Hence, all CGs
coincide: Gk = G,∀k.

Despite the inherent noisiness and heterogene-
ity of the Dk, relationships are often robust
and preserved after controlling for potential con-
founders. Realistically, cause-and-effect relation-
ships are likely invariant in many real-world
settings, while parameters may vary.44 For in-
stance, disease etiology and drug mechanisms of
action are similar regardless of where a physician
collects the measurements, but drug effectiveness
may vary in different subpopulations. Excep-
tions exist, for instance, in FMRI data.45

Under Assumption 1, FCD consists of obtain-
ing a single G from D1, . . . ,Dk. Otherwise, we
talk about multi-task FCD as the task of collab-
oratively finding Gk,∀k.

Assumption 2 (Observational data). Data
were collected during routine work without de-
liberate manipulations of the variables. In other
words, the variables are not intervened on.9

For a client k and variable Xi, a perfect in-
tervention sets a structural assignment for Xi to
Xi := xi for a certain xi. On the other hand,
an imperfect intervention modifies either P k(U)
or fk

i (·) in Mk without fixing them to a single,
deterministic value.

Assumption 3 (Pseudo-causal sufficiency).
Any variable causing two or more variables in
Xk is included in Xk, ∀k.

1In fact, we may set U =
⋃

k Uk, P (U) its joint distri-
bution, and Pk(U) =

∑
i6=k P (Uk,Ui), ∀k.
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Assumption 3 coincides with the standard
causal sufficiency assumption holding locally at
each data source.31 However, multi-source causal
sufficiency requires stronger guarantees, as one
variable may cause two other variables measured
at different sites.

Assumption 4 (Causal sufficiency). Any vari-
able causing two or more variables in

⋃
k Xk is

included in Xk, ∀k.

The hybrid and vertical data partitioning set-
tings (Figure 2) conflict with Assumption 3 and
Assumption 4, because not all variables are nec-
essarily measured in all sources. Note that causal
sufficiency implies pseudo-causal sufficiency, but
not vice versa.

Assumption 5 (IID data). Data are indepen-
dent and identically distributed (IID) within and
across the clients, hence P k(U) = P (U),∀k.

Non-IID data commonly arise from distribu-
tion drifts, or shifts, between different popula-
tions: P i(X) 6= P j(X), for some i 6= j. If As-
sumptions 2 and 3 hold, we can account for them
using a set of context variables as illustrated in
Figure 4.46 Consider the CBN (G∗, θ∗), where
(i) G∗ is the enhanced version of G obtained by
adding a set of variables C and an edge from
C ∈ C to X ∈ X whenever P i(X) 6= P j(X), i 6=
j; (ii) θ∗ parametrizes the joint distribution
P ∗(X,C). Each assignment C = c defines spe-
cific environmental, individual, or measurement
conditions.46 The local data set Dk is collected
under the environment C = ck, and the under-
lying CBN is (G, θk). Here, θk parametrizes the
joint distribution P k(X) = P ∗(X,C | C = ck).

Hypothetically, G∗ can be learned whenever
the context C is recorded at each client. How-
ever, those variables are usually unknown, so at
least one indicator variable C may be used as a
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Figure 4: Overview of data generation in the federated setting, along with the CD and FCD tasks.
Note that C may represent multiple variables.

proxy, with C = k indicating the k-th client.2

Note that this approach requires the server to
know which client each local update originates
from, which is not always the case in highly pri-
vate settings. Figure 2 outlines how FCD relates
to the FL taxonomy.

4.2 Algorithms

Causal discovery using multiple data sets is well-
explored in the literature.46 Here, we focus on
those algorithms that can be strictly classified
as FL and, as such, follow the characterization
provided in Figure 2.

Basic approaches to FCD involve performing
CD locally and aggregating the learned graphs
through edge voting, union, or intersection.47

These approaches prove effective when local sam-
ple sizes in individual clients are large enough
and Assumption 5 assumption holds. However,
smaller sample sizes at the client level (Figure 4)

may not be representative of the underlying pop-
ulation, leading to statistically significant differ-
ences in local distributions. Moreover, Assump-
tion 5 may not be satisfied in many scenarios.

Figure 5 presents the FCD algorithms linked
to the assumptions and settings discussed in Sec-
tion 4.1. Their classification is based on how the
server explores the DAG space. In the following,
we summarize and provide details about some
relevant instances.

Constraint-based The FedC2SL algorithm66

extends PC and the Fast Causal Inference (FCI)
algorithms23 to the federated setting. FCI works
in contexts where some variables may be unob-
served, while PC assumes causal sufficiency (As-
sumption 3). The server iteratively constrains
the DAG space using federated conditional inde-
pendence tests that distribute the computation of
sufficient statistics and aggregate them securely.
The FedCDH algorithm65 does the same, but
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clients release sufficient statistics to the server
only once.

Score-based The PERI algorithm64 builds
on the Greedy Equivalent Search (GES) algo-
rithm.67 It minimizes the worst-case regret of a
function that measures how far a DAG is from
the DAG that best fits the data across all clients.
PERI ensures privacy and convergence guaran-
tees. The FedCausal algorithm62 extends the
gradient-based NOTEARS-ADMM algorithm60

by providing a global optimization function.

Ensemble Model ensemble techniques consist
of finding a consensus DAG from a given col-
lection.68 The FedGES algorithm48 uses model
ensemble techniques to combine locally learned
DAGs at the server level. The procedure is iter-
ative: the global DAG is fused with the client’s
DAG, becoming the starting point for the sub-
sequent local optimization. Note that naive ag-
gregation of edges, such as union or averaging,
does not ensure acyclicity, while edges lose their
causal and statistical meanings. The FedLCS al-
gorithm50 is a local FL extension of the PC al-
gorithm that finds only the edges incident on a
single variable, rather than the entire CG.

5 Discussion
As noted earlier, increasing digitization in
medicine has led to an exponential growth
in multivariate and multimodal observational
data. Deciphering novel patterns and associa-
tions from these data sets has the potential to
discover novel associations while validating what
is known. However, non-causal machine learning
approaches focus exclusively on predictive per-
formance and are not designed for clinical rea-
soning.24

FCD has the potential to decipher causal pat-
terns from these observational data sets across,
without explicit data sharing, overcoming sam-
ple size constraints. CBNs obtained through
FCD excel at causal reasoning (Section 2.1) and

thus produce valid conclusions about treatment
effect, exposure effect, risk factor modification,
and ultimately better patient outcomes. They
reduce the risk of mistaking correlation patterns
for causation and provide a principled approach
to investigating scenarios when RCTs are unfea-
sible, thereby bridging the gap between observa-
tional and experimental evidence.

Still, they require large, well-balanced samples
to produce transferable models that generalise
across clinical and population cohorts and be-
tween different clinical cohorts. Crucially, the
close relationship between several key concepts
in causal inference and trial design (for instance,
backdoor adjustment vs randomization, collider
bias and stratification, path analysis and medi-
ation) makes CBNs a powerful tool for boosting
systematic reviews and RCTs.

In the remainder of this section, we will fo-
cus on some of the opportunities and challenges
of FCD in this context, as well as less-explored
research areas.

5.1 Opportunities
FCD can perform causal inference for treatment
effects, pooling information from external con-
trol arms with real-world control patients from
different institutions. Building on the effective-
ness of FL37,39 and CD24, it can leverage RWE
to improve drug discovery and patient outcomes
by improving trial effectiveness, fairness, data in-
tegration and privacy.41

5.1.1 Clinical Translation

The need for cross-institutional cooperation to
foster medical research had been apparent for
years. Experts’ collaboration and data sharing
enhance RWE, thereby strengthening the gener-
alizability of analyses, reducing local biases, and
promoting fairness.69 Popular architectures en-
abling multi-institutional storage and analytics
of medical data include both centralized and fed-
erated architectures, as described in Section 3.

Centralized architectures have been adopted
to accelerate precision medicine research efforts,
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such as the All of Us initiative funded by the
National Institutes of Health (NIH).70 All of Us
aims to provide equitable access to diverse data
sets from participating institutions in a secure,
centralized cloud-based environment, with cen-
tralized governance and a paid model to support
analytics. Similarly, the European ELIXIR in-
frastructure supports the coordination and de-
velopment of life sciences research, including a
network of cross-domain experts, and promotes
best practices for data analysis.71 The Health
Information Exchange (HIE) also aims to im-
prove care coordination while supporting surveil-
lance.72 In addition, the Global Alliance for Ge-
nomics and Health (GA4GH)73 aims to establish
standards for sharing genomic and health data
while ensuring privacy, security, and adherence
to ethical values.

Unlike centralized architectures, federated ar-
chitectures have supported federated querying
of de-identified medical data with the poten-
tial to accelerate clinical trials. An example is
the Shared Health Research Information Network
(SHRINE), funded by the National Center for
Advancing Translational Science (NCATS).74

SHRINE has been adopted by Patient Centered
Outcomes Research (PCORI), enabling feder-
ated querying of healthcare data from PCOR-
net members. While these established projects
targeted cohort discovery, new developments are
focusing on model learning through FL instead.

FL has gained traction in health research, with
studies exploring different data types and appli-
cations.69 To this end, several initiatives pro-
moted the creation of distributed infrastructures
to host ready-to-use, private data. Among those,
the IDEA4RC project focuses on creating a de-
centralized ecosystem of rare cancers data in Eu-
rope, compliant with the standardization of com-
mon data models;75 FeederNet is a South Korean
initiative supporting the development of a bio-
health data ecosystem for federated analyses.76

In principle, these platforms could be leveraged
for large-scale FCD.

However, limited applied research has been
published on FCD to date. Notably, Zanga et

al.77 evaluated their FCD algorithm on decen-
tralized data sets related to endometrial cancer.
Their method is suited to incomplete data, espe-
cially when the missing mechanism differs across
centres. Chen et al.78 modeled gene expression
by leveraging a time-dependent version of the
CG. Zhang et al.79 proposed a method to aggre-
gate outputs from different CD algorithms and
applied it to the treatment of acute kidney in-
jury. Other applied works80,81 focused on feder-
ated causal inference by assuming the CGs are
known instead of learning them. Furthermore,
no existing distributed medical data set currently
provides a ground-truth DAG for FCD bench-
marking and experimentation.

Cross-institutional collaborations may aspire
to learn more robust CBNs through FCD than
individual institutions; the reference population
may be clearly specified and taken into consid-
eration (see Section 5.2.2).82 Involving their re-
spective experts in the CD process increases the
trust in the learned CBN and fosters its adop-
tion in clinical practice. However, it may present
some challenges in harmonizing heterogeneous
and possibly conflicting domain knowledge.83

5.1.2 Efficiencies in RCTs

RCTs are limited in their ability to translate to
real-world scenarios, such as cancer care, due
to their inclusion and exclusion criteria.84 Non-
causal models have shown mixed performance in
providing information comparable to that from
RCTs from real-world evidence (RWE) available
in electronic health records.85 CBNs, on the
other hand, can effectively harness RWE to bet-
ter understand the real-world patient experience
and outcomes thanks to their ability to learn
digital twins of such settings.13 CBNs can iden-
tify relevant hypotheses to test and subpopula-
tions with different treatment responses; provide
prior estimates of effect sizes to identify relevant
biomarkers for drug development86 and perform
power analysis for sample size determination; re-
duce the reuse of trial control arms, which limits
transferability.87 In addition, they could be used
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more often to answer secondary analyses of ex-
isting RCT data.88

Furthermore, CBNs can inform the RCT de-
sign and assess its feasibility from observational
RWE by emulating it in the “target trial” frame-
work. Making sound design decisions about
the length of follow-up, sample size, potential
confounders, relevant subpopulations, minimiza-
tion of lost-to-follow-up, and expected cost of
treatment delivery is essential for trials to pro-
vide useful information at their conclusion.89 At
the same time, RCTs are increasingly expensive,
reaching a median budget of $650,000, of which
27.4% is spent in the planning phase and 12.7%
in the finalization phase.90 Even so, about 70%
of RCTs exceeded the budget by over 50%. Fur-
thermore, 57% of RCTs had one or more sub-
stantial amendments, each costing $141,000 to
$535,000.91 Of these, 45% originated from pro-
tocol design flaws, inconsistencies in the proto-
col narrative, and infeasible eligibility criteria,
which were “avoidable” and would have been
flagged by a “target trial” CBN built from read-
ily available RWE. Any additional planning ef-
ficiencies and reduced overruns resulting from
more targeted designs are essential to advanc-
ing evidence-based healthcare in a cost-effective
manner.

5.1.3 Fairness

Fairness is a well-documented issue in clinical tri-
als. In addition to biases in historical control
data,92 they may also be biased due to limita-
tions in the trial design,93 self-selection among
minorities,94 physicians’ implicit biases,95 and
other factors. FCD offers a comprehensive solu-
tion to this class of issues because of its unique
combination of FL and causal inference.

FL can potentially provide better coverage
of a target population by allowing multiple in-
stitutions to pool information without sharing
patient-level data, which is one of the major con-
cerns that pushes minorities to self-select them-
selves out of trial enrollment. Indirectly, it would
also reduce the impact of physicians’ implicit bi-

ases by giving them access to scrutinized, larger
control arms.96

In addition to mitigating known sources of
biases, better population coverage provides CD
with the data it needs to construct a CBN that
captures the characteristics of the trial and its
patients. Such a CBN serves as the foundation
for achieving counterfactual fairness 97, which
builds on counterfactuals to examine differential
outcomes as a function of legally protected at-
tributes. This is the most rigorous framework for
fairness assessment and remediation in the liter-
ature; notably, it goes beyond descriptive statis-
tics and allows for disambiguating between dif-
ferent biases mediated by different causal path-
ways.98

5.1.4 Synthetic Data Generation

Synthetic data generation is becoming an in-
creasingly attractive research area due to its sig-
nificant potential in addressing many of the is-
sues and limitations that arise when learning a
model from scarce data.

In particular, synthetic data generation is re-
ceiving increasing attention in medicine, biology
and healthcare99. Causal networks, being gen-
erative models, are an increasingly explored op-
tion for synthetic data generation in biology and
healthcare100,101. Therefore, this renewed inter-
est in causal networks offers the opportunity to
study how a causal network, learned from mul-
tiple data sources, and thus suffering from many
types of bias and other limitations, can or must
be used to synthetically generate reliable data.

On the other hand, the FCD problem can also
be tackled and studied in those cases where syn-
thetic data is available to increase the sample
size of different data sources. Indeed, the syn-
thetic data generation landscape seems to pay a
little to no attention to the relevant issue of dis-
ambiguating random zeros from structural zeros.
Indeed, structural zeros occur when zero counts
in a dataset may arise because a subject or group
is fundamentally unable to have a non-zero value
due to a restriction of the system being studied.
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We think that studying, designing and de-
veloping FCD algorithms are worth attention
because they offer a great opportunity for
academia, companies and practitioners.

5.2 Challenges
5.2.1 Data Heterogeneity

Most clinical data are stored in heterogeneous
data silos with different logical and physical
structures, each one tailored to meet specific
technical needs. Combining different databases
may lead to inappropriate and biased results,
even within the same institution.102

A software solution to data harmonization
is given by Beacon v2 103, which provides a
secure and flexible protocol for querying het-
erogeneous databases. However, Beacon does
not support FL. Collaborative networks such as
Observational Health Data Sciences and Infor-
matics (OHDSI)76 provide common data mod-
els (CDMs) to address data heterogeneity in
medicine, thereby improving the generalizability
of findings. Common refers to the data logical
structure and shared vocabularies, fostering ho-
mogeneous semantics. A CDM enhances data
owners’ management, improves data users’ inter-
operability while complying with privacy and se-
curity standards, and facilitates the development
of standardized analytical tools. The Observa-
tional Medical Outcomes Partnerships (OMOP)
CDM104, developed within OHDSI, provides a
longitudinal view of each patient. Its oncology
extension further increases the information gran-
ularity to best support cancer research.

Translation into CDMs via extract-transform-
load (ETL) processes poses several challenges.
Only a subset of a center’s raw data is typically
mapped, and ineffective cooperation among cen-
ters will impact the final data homogeneity. Lack
of ETL expertise can also undermine final data
quality, leading to spurious cause-and-effect re-
lationships in FCD. Both issues must be consid-
ered in FCD, and the ETL process must be well-
documented for this purpose. Methodological re-
search should also focus on developing FCD tech-

niques for longitudinal and censored data,105 as
well as modalities such as medical imaging106

and natural language processing.41

5.2.2 Distribution and Semantic Drifts

Variable distributions may differ between sources
due to genetic population structure, heteroge-
neous environmental conditions, including un-
measured economic and social factors, and other
covariates, such as age and sex.107 The observa-
tional or interventional nature of various parts
of the data is also a difficult assumption to test.
Heterogeneous machine calibration, both across
centres and over time, differing institutional poli-
cies and various inductive and deductive pro-
cesses employed by physicians, may effectively
amount to unobservable interventions. Note that
interventions differ from distribution drift across
populations, as the latter holds irrespective of
whether an intervention has been performed.108

Also, there may be semantic drift when variables
have different semantics across data sources.

Modelling incomplete data poses similar chal-
lenges. The reason behind the presence of miss-
ing values is inherently causal; each data source
in FCD may not only have varying degrees of
missingness but also different missingness mech-
anisms. Expert prior knowledge and specialized
algorithms are required to handle them.77 Dis-
carding incomplete observations or assuming an
identical missingness mechanisms will bias both
ETL and FCD itself.

5.2.3 Aggregation Bias

Learning CBNs from a single data source is a
well-explored problem; the same is not true in
FCD. Under Assumption 1, one may average all
the local distributions, weighting them by the
local sample size. However, this would not ac-
count for distribution drifts across sources. Even
a single low-quality or highly biased data set
can disproportionately bias the global CBN in
the presence of few clients or class imbalance.
Druzdzel and Díez82 demonstrated how not com-
bining knowledge from different sources or using

15



only data from the setting in which the CBN will
be used is neither necessary nor sufficient to en-
sure model correctness. Hence, whether to adopt
FL depends on the population(s) of interest, the
research question, and the validity of assump-
tions. A sensible approach could be to perform
a posteriori global model personalisation for indi-
vidual clients, especially when the research ques-
tion pertains to the local population. However,
determining the value of each client’s contribu-
tion to FCD is an open research question.

5.2.4 Privacy and Security

FCD algorithms must implement privacy and se-
curity by design to fulfil legal and ethical reg-
ulations, considering that institutions may be
located in different jurisdictions.109 Privacy in-
volves safeguarding and controlling personal in-
formation, while security means protecting the
system’s integrity, availability, and confidential-
ity. The nature of attacks against privacy (e.g.,
membership inference) and security (e.g., model
poisoning) depends on the threat model and the
attacker’s goal.110,111

Privacy and security should be addressed on
multiple fronts.41 Cybersecurity best practices
will prevent the most common data leaks. FL
is designed to avoid data sharing, thereby pre-
serving privacy by design; most privacy attacks
in the literature are only feasible under unreal-
istic assumptions.112 Secure multiparty compu-
tation66 (MPC, for encryption) and differential
privacy113 (DP, for privacy) can reach an accept-
able trade-off between privacy, performance, and
fairness.110

The scarcity of existing literature limits a com-
prehensive analysis of privacy and security in
FCD. Membership inference attacks are not pos-
sible by sharing an unparameterized CG, but the
presence or absence of specific edges might reveal
sensitive information about certain subpopula-
tions.114 For this reason, Xu et al.115 developed
the PrivPC algorithm to perform CD under DP
constraints. Murakonda et al.116 provided a the-
oretical bound on the error and power of mem-

bership inference attacks on an exposed network.
Zhang et al.117 showed how to generate synthetic
data from a CBN under DP. Rocchi et al.118

used credal networks to mask the released model
without degrading its utility, in contrast to DP-
based protection techniques. Further research
may shed light on practical privacy leaks in ex-
isting methods, clarifying what can and cannot
be shared, to better enforce security standards
while maintaining the scalability and effective-
ness of FCD approaches.

5.2.5 Software Availability

The lack of comprehensive software solutions for
FCD hinders its development and evaluation on
real-world data. Some FCD algorithms have
been implemented independently by the respec-
tive authors usinge different programming lan-
guages and file formats (see Figure 5). More-
over, most implementations require data to be
in a tabular format and lack interfaces to learn
from CDMs, forcing researchers to use ETL to
preprocess CDMs into a tabular form. For in-
stance, Schulz et al.119 conducted a CD study
using a single OMOP data set, first ensuring
data compatibility with the employed algorithm.
The OHDSI community provides the ATLAS
and HARES tools for extracting a cohort from
an OMOP CDM and populating a data table.
At this point, the OHDSI’s ARACHNE system
may orchestrate federated epidemiological stud-
ies, while the Vantage6 platform120 may facili-
tate more complex FL analyses.

Finally, FCD may require enhanced commu-
nication and computational overhead than cen-
tralized efforts.81 CD is known to be resource-
intensive for big data, so most experimentation
in the FCD literature is limited to simple CBNs.
Future research should thoroughly investigate
the computational bottlenecks of FCD and en-
gineer reliable, efficient infrastructures.
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